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Overview of the CMMC Program

Cybersecurity Maturity Model Certification (CMMC) program is
aligned to DoD’s information security requirements for Defense
Industrial Base (DIB) partners. It is designed to enforce
protection of sensitive unclassified information that is shared by
the Department with its contractors and subcontractors. The
program provides the Department increased assurance that
contractors and subcontractors are meeting the cybersecurity
requirements that apply to acquisition programs and systems that

~ process controlled unclassified information.
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CMMC Key Features

The CMMC 2.0 program has three key features:

1. Tiered Model: CMMC requires that companies entrusted with

national security information implement cybersecurity standards
at progressively advanced levels, depending on the type and
sensitivity of the information. The program also sets forward the
process for requiring protection of Information that is flowed
down to subcontractors.

2. Assessment Requirement. CMMC assessments allow the

Department to verify the implementation of clear cybersecurity
standards.

. Implementation through Contracts: Once CMMC is fully

implemented, DoD contractors that handle sensitive controlled
unclassified information will be required to achieve a particular
CMMC level as a condition of contract award.
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CMMC 2.0 Model

CMMC 2.0 model is_streamlined to three cybersecurity levels versus five levels
and _aligns the requirements at each level with well-known and widely accepted
NIST cybersecurity standards.

« Eliminates CMMC 1.0 Levels 2 and 4 which were developed as transition levels and
never intended to be assessed requirements

» Establishes three progressively sophisticated levels, depending on the type of
information:

- Level 1 (Foundational) —for companies with Federal Contract Information (FCI)
only; information requires protection but is not critical to national security

- Level 2 (Advanced) —for companies with Controlled Unclassified Information (CUI)

- Level 3 (Expert) —for the highest priority programs with CUI; Requirements will
mirror NIST SP 800-171 and NIST SP 800-172

.. * Eliminates all CMMC unique practices and maturity processes: Work with NIST to

address identified gaps in the NIST SP 800-171
» Level 2 aligns with NIST SP 800-171
* Level 3 will use a subset of NIST SP 800-172 requirements

Simplifies the CMMC standard for companies, while safeguarding critical Department information
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CMMC 2.0 Assessments

CMMC Level 1 (Foundational) will require DIB company self-
assessments

CMMC Level 2 (Advanced) may require third-party or self-
assessments, depending on the type of information

« Requires third-party assessments for prioritized acquisitions:
Companies will be responsible for obtaining an assessment
and certification prior to contract award

» Requires self-assessments for other non-prioritized acquisitions:
Companies will complete and report a CMMC Level 2 self-
assessment and submit senior official affirmations to Supplier
Performance Risk Systems (SPRS)

| CMMC Level 3 (Expert) will be assessed by government officials

Eases assessment requirements for companies not handling information related to prioritized

acquisitions



Allowance of POA&Ms & Waivers
CMMC 2.0 will allow limited use of POA&Ms

« Strictly time-bound: Potentially 180 days; Contracting Officers can use
normal contractual remedies to address a DIB contractor’s failure to meet
their cybersecurity requirements after the defined timeline

« Limited use: Will not allow POA&MSs for highest-weighted requirements; will
establish a “minimum score” requirement to support certification with POA&Ms

Waivers will be allowed on a very limited basis, accompanied by
strategies to mitigate CUI risk

 Only allowed in select mission critical instances: Government program
office will submit the waiver request package including justification and risk
mitigation strategies
« Strictly time bound: Timing to be determined on a case-by-case basis;
 Contracting Officers can use normal contractual remedies to address a DIB
contractor’s failure to meet their cybersecurity requirements after the defined
timeline
i  Will require senior DoD approval to minimize potential misuse of the
waiver process
Limited use of POA&Ms and waivers could allow the Department and DIB
companies flexibility to meet evolving threats and make risk-based decisions /

=
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CMMC 2.0 Tailors Model and Assessment
Requirements

Model Assessments

LEVEL 3 Triennial

Expert Gov't-led

Triennial
Third-Party

LEVEL 1 _ Annual
Foundational practces FCI, not artical fo national security aibeaiaa gl

Note: The information in this presentation reflects the Department’s strategic intent with respect to the
CMMC program. The Department will be engaging in rulemaking and internal resourcing as part of
implementation, and program details are subject to change during these processes.



Rulemaking — Codifying CMMC 2.0

Changes will be released through a interim rule. A 60-day public
comment period and concurrent congressional review will be
included prior to the rule becoming effective.

 DoD has mandatory rulemaking obligations for CMMC that must be addressed

as part of the CMMC 2.0 implementation

— Rulemaking under 32 CFR is required to establish the CMMC program

— Rulemaking under 48 CFR is required to update the contractual requirements in the
DFARS to implement the CMMC 2.0 program

— The DoD is suspending the CMMC Piloting effort and mandatory CMMC certification

« Timeline to complete all rulemaking requirements will be 9 to 24 months
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— The DoD will continue to encourage the DIB sector to enhance their cybersecurity
posture during the interim period

— The Department is exploring opportunities to provide incentives for contractors who
voluntarily obtain a CMMC 2.0 Level 2 certification in the interim period

— The DIB’s participation in CMMC will be voluntary until rulemaking formally implements
CMMC 2.0



CMMC Timing

The 60-day comment period for the CMMC proposed rule began on December 26th,
upon publication in the Federal Register.

CMMC TIMELINE

2023 2024 2025
UL SEP O AN AR Ay AL SEP MO A
L W Public
CMBAC sent Proposed final QT
o :"'-:ﬁ 1 rulle pub||5|1|::;| ; periu-d?t Interim publication: 6-12 months
Iul. 26,
e 60 days

When the comment period ends on February 26, 2024, DoD will adjudicate and
respond to all relevant comment. This process could take 12-18 months, with the
Final Rule expected to be published in late 2024 or early 2025. Once CMMC is
== incorporated into DFARS, contractors may be required to achieve CMMC
| certification prior to contract award. CMMC will be fully phased in over a 3 year
period
Comments on the Proposed Rule
The comment period is your opportunity to directly influence the shape of the
CMMC program. DoD is bound by law to consider and respond to comments.

Comments can be submitted at the Federal eRulemaking Portal
(https://lwww.regulations.gov) until February 26 2024. 10
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Getting Ready for CMMC

Once CMMC is finalized, you will be required to meet its
requirements.

CMMC will be phased in over time; however, you may not
necessarily have more time to achieve CMMC certification. For
example, your organization could be down the supply chain from
another contractor subject to CMMC, in which case, per DFARS
252.204-7020, that contractors must flow down CMMC
requirements to your organization.

As Matt Travis (CEO of the CyberAB) noted in a recent Prevell
webinar: “If you're one of those companies...hoping that the protracted
rule-making will save you, you're misguided and that's a pretty reckless
‘way to run your business”.

The average small company in the DIB will need 12-18 months to
- prepare for its CMMC assessment. That means that now is the time
' to improve your cybersecurity posture.

. Security requirements of CMMC Level 2 mirror NIST SP 800-

171, and so your most efficient path to CMMC Level 2
certification is via NIST SP 800-171 compliance.

11



NAVFAC Southeast Preparation For CMMC

« Communicating/Collaborating with Industry Partners
» Sending staff to CMMC certification training

* Developing templates and checklist to help review existing
infrastructure and identify potential changes

* Preparing to conduct site visits
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Questions?

How does this impact Joint Ventures? Based on Small Business Administration (SBA)
regulation 13 C.F.R. § 125.8(e), CMMC should not be required from small business Joint
Ventures (JVs). Instead, a small business JV should satisfy the requirement for CMMC on a
given DOD contract as long as at least one of the JV partners that will handle the covered
information on the contract has the necessary level of CMMLC.

See the article located at:
https://www.congress.gov/117/meeting/house/112809/witnesses/HHRG-117-SM24-
Wstate-TWilliamsJ-20210624.pdf

2. Where can I find a list of authorized C3PAO companies?
https://cyberab.org/Catalog#!/c/s/Results/Format/list/Page/1/Size/9/Sort/NameAscending

13
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